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Joe Martinez
Chief Security Officer - Aon

« (SO @ Aon responsible for the firm's cyber, risk, & physical
security practices

« 30+ Year Technology/Security background
* Previously worked at JPMorganChase, Washington Mutual

« 12 Year U.S. Marine Corps veteran, including combat
engagements in the 1991 Persian Gulf War
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Company Background

Aon is in the business of better decisions

Aon exists to shape decisions for the Through our experience, global reach and L : )
better — to protepc):t and enrich the lives of state-of-the-art analytics, we are better able Commercial Risk Solutions Health Solutions

to help clients meet rapidly changing,

peOp|e around the world. Our CO”eag ues increasingly complex and interconnected Shifts in technology, economics and Health is declining, costs are rising and
prOVide our C”ents in over 120 COUntrieS Challenges across four areas of need: geopolitics are creating unprecedented workers have vastly different needs. We help
. . . . volatility. We help clients identify, measure companies improve employee health and
with advice and solutions that give them and manage their risk exposure. welloeing while managing costs.
the clarity and confidence to make Navigating Building
better decisions to protect and grow n]?W l;orlins a re%lclent $75 B+ $180 B
i i of volatilit workforce
their business. y of bound premium of healthcare premium
placed annually directed annually’
5 0, 0 0 0 Reinsurance Solutions Wealth Solutions
colleagues around the world inki i
9 Rethlnklng AddreSSIng Businesses, governments and communities ~ Global business is becoming increasingly
aCCGSS the need to become more resilient. Our difficult to navigate. We help employers,
to Capltal underserved expertise and insight help (re)insurers fiduciaries and investrment officers optimize
+ navigate uncharted territories and create results and provide a more secure future for
moare relevant solutions. their stakeholders.

countries with Aon clients

$45B+ $4.1T

of bound premium of assets under
placed annually advisement

‘Includes $30B of fully-insured premium and $150B of self-insured premium equivalents.
2As of 6/30/2021, includes non-discretionary assets advised by Aon and its global affiliates which includes retainer clients
and clients in which Aon and its global affiliates have performed project services for over the past 12 months. Project clients

AON may not currently engage Acn at the time of the calculation of assets under advisement as the project may have concluded
earlier during preceding 12-month period.
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Enterprise Risk Challenges

Constantly evolving threat picture
Breadth of technology innovation & change

. . 15%
Regulatory, compliance and client demand
annual increase of
Talent acquisition and retention costs related

. e . t ercrime; will
Measuring and quantifying risk/controls each $10.5 trillion 2

year in 2025

LW L,

*McKinsey 2022 Cybersecurity Trends Report

‘Everyone passes audits, inspections, assessments & reviews - but the frequency of breaches
and successful attacks continue at record pace. Are we measuring risk effectively?’
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IGovernance Risk and Compliance
Framework

A Method to Measure Control Effectiveness

Controls

multiple contraol ty
single scalable

Qutputs:

= Control Library

= Control Applicability Matrix
= Control Execution Schedule

Defines
what we do

Assessment

Supports detective capability
through automation to
determine control effectiveness

Inputs:

= Pre-Assessment Data
= Assessment Schedule
= Assessment Type

Qutputs:
= Asset Risk Score
= Control Effectiveness Score

Validates
How we achieve it

Treatment

Mitigates risk by using a

standard scoring mechanism to

rank finding priority and
treatment options

Inputs:
= Control Effectiveness Score

Cutputs:

= Mitigation Plans
= Treatment Plans
= Risk Acceptance

Fixes
the issues

Measurement

Leverages data & analytics
capability to provide realtime
reporting by vanous vectors and
updates to changing threat

scenarios

Inputs:

= Threat Scenarios

= Assessment Results
= Key Risk Indicators
= Risk Methodology

Outputs:

= Risk Score

= Risk Register
= Risk Reporting

Shows
the Risk

What does Control
Effectiveness mean?

e Determine the
scope of your
control (Breadth)

o Understand if the
control works as
intended (Depth)

e Ascertain the
maturity of the
control (Fidelity)

#GRCSummit 2022 | Experience the Power of Connection 6



GRC in Action - How it's implemented

« The Governance Risk and Unified
Compliance (GRC) Platform Compliance |2 U'l

delivers on the core components ~ Cenele | Assessments | Treatment | Measurement
of the risk governance pillarsby - £ freee 0 o Comer o e
providing a workflow and B Best Practice | | Patch Status
interface to execute on each of : ) —
the component pillars - = L %‘

_é I. Policy % Security § Remediation = Reponin]

- This allows for a unified/shared D rcedures Sfm  fTETE gh, 3 Regional

data set supporting varying risk g —L ) E| Aerpion Susiess 8| miigating controts § o
management domains and % [}U Classification Planning PFOCCZZIstT:nF:f;vr::ngent L
stakeholders to define, oogion s, Sy {19
ascertain, manage and report on T Gemmmens| ] Risk Register
their control effectiveness - | i '

: Ea BT o warkmow () e

= i * Users <" ¢ Intake ' aturi

= Controls Testing i CMDB & Technology Integration i Risk Dh:s;bo:d
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Advice to Risk Executives/Leaders

Conduct a baseline and build a strategy that takes you from today to the future
with a defined roadmap

Build Awareness & Security 1Q

Focus on the Fundamentals of IT and Security (asset, access, software & data
mgmt., etc.)

Simulate and Wargame at all levels of event management (Security & Technology,
Risk Leadership & Business, Executive & Board)

Measure your Control Effectiveness, Measure again, Measure some more.

Build and rely on your network of CISO/CSO's to learn what works and what's
failed. There is no competitive differentiator when it comes to Cyber.

You can’t manage what you don’t know, you can’t secure what you don’t manage’
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